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Introduction

For the convenience of its students and staff, St. Thomas Aquinas College has
installed wireless Ethernet networks (802.11a, 802.11b, and 802.11g) across the
campus.

In order to ensure the sufficient levels of network security, users will be required to
configure their computers to authenticate with the Wireless network using Protected
Extensible Authentication Protocol, or PEAP (pronounced “peep”). PEAP is a
method used to transmit authentication information securely over wired and wireless
networks and was developed by Microsoft, Cisco, and RSA Security.

The purpose of this document is to describe the steps needed to configure the PEAP
connection between a client PC (desktop or laptop) and the STAC wireless network
using Wireless Zero Configuration, a service built into the Windows XP and Windows
Vista operating systems. While your wireless adapter may provide other drivers
and/or software that will allow it to connect to the STAC wireless network, the specific
configuration steps will vary.

Last Revised: 7/9/2007 3



Accessing the STAC Wireless Network

Connecting with Windows XP

Verify the correct software version

Windows XP Service Pack 2 must be installed on your XP machine in order to
continue this process. To check the version of service pack, follow the instructions
below:

Click Start > Click Run > Type winver > Click OK

E. Help and Suppart

L&' Motepad

All Programs [ &Ly Buy at ToshibaDirect

= Type the name of a program, folder, document, or
Internet resource, and Windows wil open it for you.

Open: | winver > |

[_ O ][ Cancel H Browse... ]
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About Windows

 Windc

Copyright © 19852002~ ’ .. Media Cer

Microsoft Corporation
Microsoft & Windows
Version 5. 1 (Build 2600.xpsp_sp2_gfe.070227-2300 : Service Pack 2)
Copyright © 1981-2001 Microsoft Corporation \

This product is licensed under the terms of the End-User
License Agreement to:

admin

Physical memory available to Windows: 1,038,444 KB

If you don’t see Service Pack 2 (or higher), please download and install the SP2
patch from Microsoft before continuing further.

Verify that the wireless adapter is properly installed

You must have Administrator’s privileges to configure your wireless network.
Click Start > Click Control Panel > Click Network and Internet Connection

B Control Panel
File Edit View Favorites Tools Help

eﬂad - \J Lﬁ pSearm [13 Folders @v

Address GP Control Panel

E’ Control Panel PiCK a category

B» Switch to Classic View

= .
! & Appearance and Themes : Printers and Other Hardware
See Also ! -

ﬁ Windows Update .
- .
@) Help and Support - gg::g;t::s Inkemet w. User Accounts

° Other Control Panel -
Options

AE Date, Time, Language, and
Add or Remove Programs Regional Options

P Sounds, Speech, and Audio o Z
J Devices . Accessibility Options

- ed' i
' Performance and Maintenance \7 Security Center
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Click Network Connection
Note: Do not use the Wireless Network Setup Wizard or the Wireless Network Ultility that
comes with your wireless network card.

B Network and Internet Connections
File Edit WView Favorites Tools Help

Qo - - F Osearch [ Folders [T

Address g? Network and Internet Connections

&7  Metwork and Internet Connections

-
-

See Also

& My Network Places

L3 Printers and Other Pick a task.-.

Hardware
% Remote Desktop _ "
Setupord rour Internet connection
25 Phone and Modem Options El i -
E| Create a connection to the network at your workplace
Troubleshooters [3] Set up or change your home or small office network
@ Home or Small Office [3] set up a wireless network for a home or small office
Metworking L

[2] Intemet Explorer [3] change Windows Firewall settings
[2] Network Diagnostics

or pick a Control Panel icon

= &
!" Internet Options ES Network Connections
- s

o
@ Network Setup Wizard .| Windows Firewall

711) Wireless Network Setup
= wizard

Note: In addition to any other types of network interfaces your computer has, you must have
a Wireless Network Connection available. If you do not see a Wireless Network
Connection, your wireless adapter may not be installed or configured properly.

Configure the STAC Wireless Network

Right Click Wireless Network Connection > Click Properties

" Network Connections

Edit View Favorites Tools Advanced Help g#'

File

@Bad{ = K,} LE pSearch [L-:" Folders v

Address ‘g_ Network Connections

v|Go

__ LAN or High-Speed Internet

1394 Connection Local Area Connection
] Connected Metwork cable unplugged

=T A 1394Net Adapter T, Intel(R) PRO/100 VE Network ...

Network Tasks

Create a new
connection

Set up a home or small
office network

@ Change Windows Disable

Firewall settings View Available Wireless Networks
tep) View available wireless Status

netwarks Reepair

ﬁ Disable this network
device

% Repair this connection

Bridge Connections

Create Shorteut

Rename
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Select Wireless Networks Tab

Enable the ‘Use Windows to configure my wireless network settings’ checkbox

Note: If the ‘stacwifi’ network already exists in your ‘Preferred networks’ list, select and
remove that entry.

Select ‘Add’

-L. Wireless Network Connection Properties |E r5_<|

| General Wireless Networks |.Ac|vanced

Use Windows to c:onfig%w(vireless network settings

f—ﬁ.\failable networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

Wiew Wirsless Networks
Prefemed networks:

Automatically connect to available networks in the order listed
below:

Leam about setting up wirsless network

configuration.

[ ok ][ cancel |

Configure the following network properties:

Network name (SSID): stacwifi

Network Authentication: WPA2 (or WPA if WPAZ2 is not available)
Data Encryption: AES (or TKIP)

Note: Make sure the “This is a computer-to-computer [ad hoc] network; wireless access
points are not used” checkbox is not enabled

Wireless network properties

Association !Al_rthenticaﬁnn Connection

Metwork name (SSID}): stacwifi ] -I

Wireless network key

This network requires a key for the following:
Network Authentication: WPAZ v ‘

Data encryption: AES v

[] This is & computer4o-computer (ad hoc) network: wircless
access paints are not used
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Select the Authentication tab and configure as follows:

Change the EAP type to Protected EAP (PEAP)

Uncheck the “Authenticate as computer when computer information is available” and
“‘Authenticate as guest when user or computer information is unavailable”
checkboxes.

Wireless network properties

EAP type: | Protected EAP (PEAP) >

[] Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

OK ] [ Cancel

Click Properties

Uncheck the ‘Validate server certificate’ checkbox

Select ‘Secure password (EAP-MSCHAP v2) as the Authentication Method

Unselect ‘Enable Fast Reconnect’ (This causes username / password credentials to
be cached which can lead to authentication issues).

Protected EAP Properties

When connecting:
[ validate server certificate

[] ABA.ECOM Root CA A
[] Autoridad Certificadora de la Asociadon Madonal del Notaria — |
[] Autoridad Certificadora del Colegio Nacional de Correduria P

[] Baltimore EZ by DST

|:| Belgacom E-Trust Primary CA

|:| CEW HKT SecureMet CA Class A |
[] c&w HKT SecureMet CA Class B nl |
£ | B

Select Authentication Method:

|5emred password (EAP-MSCHAP v2) “ | Configure...

Enable Fast Reconnect
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Click Configure
Uncheck the checkbox and click ‘OK’

EAP MSCHAPv2 Properties

When connecting:

] Automatically use my Windows logon name and
password {and domain i any).

\

| ok || cance |

Click OK to exit out from Protected EAP Properties
Click OK to exit out from Wireless Network Properties

You should now see the ‘stacwifi’ network in your list of Preferred networks.

-4 Wireless Network Connection Properties |E|E|

— -
| General Wireless Networks !Advanced

Use Windows to configure my wirsless network settings

Available networks:

To connect to, disconnect from, or find out mare information
about wirsless networks in range, dlick the button below.

View Wireless Metworks
Prefemed networks:

Automatically connect to available networks in the order listed
below:

1 stacwifi (Automatic)

Add... l[ Remove ][ Properties ]

Leam about setting up wirsless network
configuration.

[ ok [ caneed |

Connecting to the STAC Wireless Network

In order to connect to the STAC Wireless network, return to the Network
Connections dialog box (accessed via Control Panel->Network Connections).

Right click on the ‘Wireless Network Connection’ and select ‘View Available Wireless
Networks’
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" Network Connections

File Edit View Favorites Tools Advanced Help g"
- [ ] - ! ! l-_-\;' 1 -
@ Back \‘Q L} ,/:j Search IL-- Folders
Address ".}_ Metwork Connections b | . Go
System
Hetwork Tasks
B 1394 Connection Local Area Connection
Create a new Connected Connected
connection T T, 1394 Net Adapter &, Intel(R) PRO/100 VE Network ...
%) Setup a home or small
office network Wireless Network Connection
a Change Windows Mot connected Disabl
Firewall settings L Intel(R Wireless 3945A8. el .
i) View available wireless View Available Wireless Networks
networks Status
W& Disable this network | Repair
A

Bridge Connections

Create Shortout

Delete

Rename

Properties

When within range, the stacwifi network will be listed as an available network.
Select the stacwifi network and click ‘Connect’

X

57 Wireless Network Connection
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,

<2 Setup a wireless network stacwifi
for & home or small office

& Security-enabled

To connect to this

Related Tashs additional information.

i) Learn about wireless

networking
¢ Change the order of Wireless
preferred networks (‘i’)
9& ::;;Igges e 'f Security-enabled wireless network I..![I
(( i)) Tlames
Unsecured wireless network EIU['[I[I

((i)) Belkin_N1_Wireless_91917D

'f Security-enabled wireless network (WPA) u[l[l[l[l
russkieinternet

@ -

=

Once your computer has associated with the access point, click the “Wireless
Network Connection” pop-up balloon which will appear at the bottom right of the
screen.
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1) Wireless Network Connection Ead

Click here to select a certificate or other credentials for
connection to the network stacwifi

- Microsoft Int...

Enter your assigned User ID and Password

Your STAC Wireless Student ID is the first letter of your first name followed by letters
of your last name (all lowercase). Your password is your birth date in MMDDYYYY
form. (Note: Leave the Logon domain blank)

User name example: George Washington = gwashington
Password example: July 21, 2006 = 07212006

Click OK

Enter Credentials

User name: | gwashington |

Password:

Logon domain: | |

i oK i [ Cancel

Congratulations! You should now be connected to the STAC wireless network.
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({1 Wireless Network Connection is now connected | #

Connected to; stacwifi
Signal Strenagth: Excellent

€LV LImM V2 nseam
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Connecting with Windows Vista

Connecting to the STAC wireless network using Vista, Microsoft’s latest OS, is
similar to the process already described when connecting via Windows XP. The
following steps and screen shots will provide the necessary step by step instructions.

Verify that the wireless adapter is properly installed

You must have Administrator’s privileges to configure your wireless network.
Click Start > Click Control Panel > Click Network and Internet Connection

i “ Control Panel »

+ Control Panel Home =
e o System and User Accounts
Classic View K 2
Maintenance @Add OF FEMOVE User
Get started with Windows R
Back up your computer

-,  Appearance and
|@ Security w Personalization

Check for updates Change desktop

Check this computer's background =
security status Customize colors I
Allow a program Adjust screen resolution
@through Windows
Firewall q Clock, Language,
AL and Region
ﬁ‘. Network and = Change keyboards or other
. Internet input methods
= View network status and
=
e ! Y Ease of Access
SEEDEhIEShanng k Let Windows suggest
settings
. (, Hardware and Optimize visual display

Sound
Play CDs or other media 7 Additional Options
autematically f—

Printer

Click Network and Sharing Center

Note: Do not use the Wireless Network Setup Wizard or the Wireless Network Ultility that
comes with your wireless network card. While they may be used to successfully connect to
the STAC Wireless Network, this document details the necessary steps using the WZC
service built into the Windows OS.
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L
Tads Network and Sharing Center ]

View computers and devices

" Wiew fulld
Connect to a network

Manage wireless neh 2 1&} Eiul 4
(o e

Set up a connection or network 1

ADMIN-PC Network Internet
Manage network connections (This computer)
Diagnose and repair
E,' Network (Public network) Custe)
Access Local and Internet
Connection

Local Area Connection

0 For sharing and discovery to work properly, make sure the
settings in your firewall program match the following settin

o et e o B LT AR e e me e b e L e e e

Configure the STAC Wireless Network

Locate and click the Add button

Rl < + ConwolPanel » MansgeWindessNetworks - [ flseorn P

Manage wireless networks that use (Wireless Metwork Connection)

Windows tries to connect o these networks in the order listed below. To change the order, drag 2 network up or dewn in the list.
You can also sdd of rermove netwerk profiles,

'-j ¥ Adapter properties 2, Profiletypes 53 Metwork and Sharing Center (7]

Rkt o e e ol ity (1) -
Add 3 wireless netwotic o ¥
Security: WPRA-Persona Type Any supported

Note: If the ‘stacwifi’ network already exists in your ‘Preferred networks’ list, select and
remove that entry.
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From the ‘Manually connect to a wireless network’ dialog box, select ‘Manually create a
network profile’ and configure the following network properties:

Network name (SSID): stacwifi
Network Authentication: WPA2 - Enterprise
Data Encryption: AES (or TKIP)

Note: You can either select or unselect the option to connect automatically to the STAC
Wireless network. You should however select to connect even if the network is not
broadcasting (in the event that the STAC SSIDs are not broadcast).

Enter information for the wireless network you want to add

Metwork name: stacwifi

Security type: [WPAZ—Enterplise

Encryption type: [AES

Security Key/Passphrase: [ Display characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Select Next
This will bring you to a dialog window confirming that you have successfully added
the ‘stacwifi’ wireless network

Select ‘Change connection settings’
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Successfully added stacwifi

= Connect to..
Open the "Connect to a netwerk” dialog so I can connect.

** Change connection settings
Open the connection properties so that I can change the settings.

Select the Security tab and configure as follows:
Verify that the EAP type is set to Protected EAP (PEAP)
Uncheck the “Cache user information for subsequent connections to this network”.

Select Settings
[ stacwifi Wireless Network properties w

Connection | Security [}

Security type: [wPazEnterprise -]

Encryption type: [hES V]

Choose a network authentication method: "/

[Protected EAP (PEAP) v [ setongs... |
Cache user information for subsequent connections

=

to this network
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Click Properties

Uncheck the ‘Validate server certificate’ checkbox

Select ‘Secure password (EAP-MSCHAP v2) as the Authentication Method

Unselect ‘Enable Fast Reconnect’ (Enabling this may cause username / password
credentials to be cached which can lead to authentication issues).

[ Protected EAP Properties S |

When connecting:

[T validate server certificate

Connect to these servers:

]
[] Entrust.net Secure Server Certification Authority
[] Equifax Secure Certificate Authority
D Equifax Secure eBusiness CA-1
[ Equifax Secure Global eBusiness CA-1
[7] 6TE CyberTrust Global Root
[] Microsoft Root Authority -
4 | il | b

ST [

Do mot prom to guthorize new servers or trusted

certification autharities.

Select Authentication Method: j

[Sea.u'ed password (EAP-MSCHAP v2) 'l ’ Configure... ]

|| Enable Fast Reconnect
[]Enable Quarantine checks
[| Disconnect if server does not present cryptobinding TLV

[ Ok ] [ Cancel

Click Configure
Uncheck the checkbox and click ‘OK’

EAP MSCHAPv2 Properties [

When connecting: I}

| Automatically use my Windows logon name and
password {and domain i ary).
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Click OK to exit out from Protected EAP Properties
Click OK to exit out from Wireless Network Properties
Click Close to exit the Manually connect to a wireless network dialog

You should now see the ‘stacwifi’ network in your list of Preferred networks.

ontrol anel 3 Man ireL MNetworks = | | Search

Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below. Te change the order, drag a network up or down

in the list. You can also add or remove network profiles,

EEEI Add == Remove -& Move down @ Adapter properties @, Profiletypes  5f Network and Sharing Center @

Metworks you can view and modify (2)

- ctacwifi Security: WPAZ-Enterprise Type: Any supported

e
.-‘-i happy Security: WPA-Personal Type: Any supported

stacwifi Profile name: stacwifi Mode: Automatically connect
Security type: WPA2-Enterprise
Radio type: Any supported

Connecting to the STAC Wireless Network

In order to connect to the STAC Wireless network, select ‘Connect to Network’

accessible from the Start menu

'w’Wﬁﬂ'o'ﬁ's"meﬁ”lﬁla'jr‘é?"'"""""“"""_ b B i
Search
@ Small Business Resources
Recent ltems
éggf Windows Fax and Scan -
’ Computer
D Windows Meeting Space Network
r;ﬂ Windows Photo Gallery Connect Iy
- See the available wireless networks, dial-up, and VPN connections that you
Snaglt 7 Canto = 2 3
@ g St ad can connect to.

';j Motepad Default Programs

Help and Support

» All Programs

Start Search I |

—
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When within range, the stacwifi network will be listed as an available network.
Select the stacwifi network and click ‘Connect’

Select a network to connect to

Show [Al

E stacwifi Security-enabled network

2 kh Wireles Security-enabled network

2 ﬁ Tlames Unszecured network

Set up a connection or network
Open Metwork and Sharing Center

[ Connect I[ Cancel

Once your computer has associated with the access point, click the “Additional
information is required to connect to stacwifi” pop-up balloon which will appear at
the bottom right of the screen.

L& Additional information is required to connect to stacwifi. £
== Click to provide additional information and connect

Enter your assigned User ID and Password

Your STAC Wireless Student ID is the first letter of your first name followed by letters
of your last name (all lowercase). Your password is your birth date in MMDDYYYY
form. (Note: Leave the Logon domain blank)

Last Revised: 7/9/2007 19



Accessing the STAC Wireless Network

User name example: George Washington = gwashington
Password example: July 21, 2006 = 07212006

Click OK

Enter Credentials

|

User name: gwashington

e
“
Password: sesssnesl E""\.._ "]
T

Logon domain:

[ |5ave this user name and password for future use

Congratulations! You should now be connected to the STAC wireless network.

Currently connected to:

ﬂh stacwifi 3 (stacwifi)
, Access: Local and Internet ofl

< G 307 AM

Note: When within range of the STAC wireless network and you have configured your profile
to automatically connect to the STAC network, you will notice the same popup balloon
prompting you for your network credentials. Follow the same procedure described above in
order to re-connect to the network.
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Connecting with Other OS and Third Party Tools

For other OS types and vendor provided WLAN utilities, the following details should
be sufficient in configuring the necessary properties to connect to the STAC Wireless
Network.

1. The Wireless Network name (SSID) is ‘stacwifi’

2. The authentication type is WPA2 Enterprise (though WPA2 and WPA should
also work if necessary)

3. The data encryption type can be either AES or TKIP

4. The EAP type is Protected EAP (PEAP) using the MSCHAP v2 authentication
method.

5. The login is your first initial followed by your last name (all lower case) and
your password is your birth date (MMDDYYYY).

Troubleshooting and Help

If your connection and/or login attempt fails, contact the STAC IT Help Desk at
extension 4046 for further assistance.
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